STAT 


pp/A Registry 
Approved For Release 2006/04/19 : CIA-RDP86-00674R000300126002=2 


18 June 1979 


MEMORANDUM FOR: Director of Central Intelligence 
THROUGH : Deputy Director of Central Intelligence 


FROM 
Special Assistant to the DCI 


SUBJECT -: Review and Certification of Special 
Access Programs 


1. Action Requested: Your signature on a memorandum to 
Michael Blouin, Director, Information Security Oversight Office. 

2. Background: Under the terms of Executive Order 12065, 
you are required to review all existing Special Access Programs : 
under your jurisdiction and to continue them only in accordance 


with the procedures in Section 4-2. Michael Blouin has asked, 
in the basic document, for a report on the status of your review. 


In my Working Group's preliminary report on compartmenta- 
tion, I advised you that the review required for the final APEX 
report would provide the basis for the fulfillment of your obliga- 
tions under the Executive Order. As we both know, the considera- 
tion of the APEX proposals is somewhat slow. You should defer 
your certifications of the Special Access Programs until the 
questions surrounding the APEX proposal are decided. The letter 
drafted for your signature informs Mr. Blouin that you will com- 
municate your decisions on the Special Access Programs as soon as 
the Community's review and discussion are completed. 


3. Staff Position: This memorandum and the proposed response 
to Mr. Blouin have been coordinated with OGC and DDA. 


4. Recommendation: That you sign the attached memorandum 
to Mr. Blouin. STAT 


Attachment 
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MEMORANDUM FOR: Mr. Michael T. Blouin 
Director, Information Security Oversight Office 
General Services Administration 


SUBJECT : Certification of Special Access Programs 


1. This memorandum is in response to your recent query 
regarding the status of my review of Special Access Programs 
as required by Section 4-2 of Executive Order 12065. 


2. As you know, coincident with the issuance of Executive 
Order 12065, I established a National Foreign Intelligence Board 
Working Group on Compartmentation to conduct an intensive re- 
view of all the Community's programs for controlling compartmented 
intelligence. The Working Group recently submitted to me a re- 
port on its findings with recommendations for major changes in 
our systems for compartmented intelligence. The report has now 
been distributed to the members of NFIB for review and study and 
will be discussed at an early meeting of the NFIB. 


3. On the basis of the advice provided to me by the NFIB 
Principals after their review of the study, I will then be able 
to make the decisions and certifications required by Executive 
Order 12065. Pending these decisions, I believe that the extant 
programs for compartmented intelligence should be regarded as 
Special Access Programs under the conditions specified in the 
Executive Order. I will, of course, communicate these decisions 
to you as expeditiously as possible. 
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08 JUN 1979 


Admiral Stansfield Turner, USN 
Director 

Central Intelligence Agnecy. 
Washington, D.C. 20505 


Dear Admiral Turner: 


Section 4.2 of Executive Order 12065 requires certain agency heads to 

review all existing Special Access Programs under their jurisdiction 

and to continue them only in accordance with the procedures spelled 

out in the Order. This section further requires the establishment 

and maintainance of a system of accounting for those programs. Both 
requirements are to be completed by June 1, 1979 - "within 180 days eo 
after the effective date of the Order". Enclosed is a copy of these 
provisions. 


The purpose of my letter is to ask for the status of your review and 
accounting and to ask for your earliest response to this request. 


Our Office, as: you know, has the burden of overseeing E.0. 12065 in- 
cluding Section 4.2. My position carries the added responsibility of 
non-delegable access to the Special Access Program accountings. In 
order that we may begin to fulfill our responsibilities in this area, 


it is essential that we receive your reply as soon as possible. 
Thank you for your cooperation. 
Kindest regards. 


Sincerely, 
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of General Services pursuant to 44 U.S.C. 2107 or 2107 note. is exempted 
from the provisions of Section 3-501, Such information over ten years old 
shall be subject to mandatory review for declassification. Requests for manda- 
tory review shall be processed in accordance with procedures developed by 
the Archivist of the United States. Vhese procedures shall provide for cousul- 
tation with agencies having primary subject matter interest. Any decision by the 
Archivist may be appealed to the Director of the Information Security Over- 
sight Office. Agencies with primary subject matter interest: shall be noufied 
promptly of the Director's decision on such appeals and may further appcal to 
the National Security Council through the process ‘set forth in Section 3-104. 

3-504. Requests for declassification of classified documents originated by 
an agency but in the possession and control of the Administrator of General 
Services, pursuant to 46 U.S.C. 2107 or 2107 note, shall be referred by the 
Archivist to the agency of origin for processing in accordance with Section 3- 
501 and for direct response to the requestor. The Archivist shall) inform 
requestors of such referrals. 

_ 3-505. No agency in possession of a classified document may. in response 
to a request for dre document made under the Freedom of Information Act or 
this Orders Mandatory Review provision, refuse to confirm the existence or 
non-existence Of the document. unless the fact of its existence or non-exis- 
tence would itself be classifiable under this Order. 


3-6. Downgrading. 


3-601. Classified information that is marked for automatic downgrading is 
downgraded accordingly without notification to holders. : 

3-602. Classified information that is not marked for automatic downgrad- 
ing may be assigned a lower classification designation by the originator or by 
other authorized officials when such downgrading is appropriate. Notice of 
downgrading shall be provided to holders of the information 1 the extent 
practicable. 


SECTION 4. Sareauanpine, 
4-1. Genrral Restrictions an Arcess. 


4-101. No person mav be given aceess to classified information unless 
that person has been determined to be trustworthy and umless access is 
necessary for the performance of official duties. 

4-102. AN classified information. shall be marked conspicuoush to pur 
users on notice of its current classification status and, if appropriate, to show 
any special distribution or reproduction restrictions authorized by this Order. 

4-103, Controls shall be established by each agency to ensure that classi- 
fied information is used, processed. stored. reproduced, and transmitted onl 
under conditions that will provide adequate protection and prevent access bs 
unauthorized persons. 

4-104. Classified information no longer needed in. current working files 
or for reference or record purposes shall be processed for appropriate disposi- 
ion in accordance with the provisions of Chapters 21 and 33 of Vide 4 of 
the United States Code, which governs disposition of Federal records. 

4-105. Classified information disseminated outside the Executive branch 
shall be given protection equivalent to that afforded within the Executive 
branch, 


4-2. Special feces Progiams 
4-201, Apency heads listed in Section 1-201 may create specail access 


programs to control access, iliccibutidn, and protection of particularh sensi 
tive information classified pursuant to this Order or prior Orders, Such plo- 
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grams may be created or continued only by writen direction and only by 
those agency heads and, for matters pertaining to intelligence sources and 
methods, by the Director of Central Intelligence. Classified information: in 


“such A rams shall be declassified according to the provisions of Section 3. 


1-202. Special access programs may be created or continued only on a 


Sccitic showing that: 
(a) normal management and safeguarding procedures are not sufficient to 


limit need-to-know or aceess: 

(b) the number of persons who will need access will be reasynably small 
and commensurate with the objective of providing extra protection for the 
information involved; and 

(c) the special access controls balance the need to protect the information 
against the full spectrum of needs to use the information. 

4-203. All special access programs shall be revicwed regularly and, except 
those required by treaty or international agreement shall terminate automati- 
cally every five years unless renewed in accordance with the procedures in 
Section 4-2. ; 

4-204. Within 180 days after the effective date of this Order, agency 
heads shall review all existing special access programs under their jurisdiction 
and continue them only in accordance with the procedures in Section 422. 


Each of those agency heads shall alse cstablish and maintain a system of 


accounting for special access programs. ‘Vhe Director of the Information Secu- 
rity Oversight Office shall have non-delegable access to all such accountings. 


4-3. Access by Historical Researchers and Former Presidential Appomites. 


4-301, The requirement in Section 4-101 uhat access to classified infor- 
mation may be Bt ranted only as is necessary for the performance of official 
duties may be waived as provide din Section 4-302 for persons who: 

(a) are engaged in historical research projects, or 

(b) previously have occupied policy-making positions to which they were 
appointed by the President. 


1-302. Waivers under Section 4-301 may be granted only if the agency 


with jurisdiction over the information: 
(a) makes a written determination that access is consistent with the inter- 


ests of national security: : 
(b) takes appropriate steps to ensure that access is limited to specific 

categorics of information over which that agency has classification jurisdiction; 
(c) Aimits the access granted to former Presidential appointees to items 

that the person originated, reviewed, signed or received while serving asa 

Presidential appointee. F 

1-4, Reproduction Controls. 


4-40). Fop Secret documents may not be reproduced without the consent 
of the originating agency unless otherwise marked by the originating oftice. 

4-02. Reproduction of Secret and Confidential documents may be re- 
stricted by the originating agency. 

4-103. Reproduced copies of classified documents are subject to the same 
accountability and controls as dhe original documents, 

4-104. Reeords shall be maintained by all agencies that reproduce paper 
copies of classified documents to show the number and disuibuuon of repro- 
duced copies of all ‘Pop Secret documents, of all documents covered by 
special access programs distributed outside the originating ageney. and of all 
Secret and all Confidential documents which are marked with special dissemi 
nation and reproduction limitations im accordance with Section 1-506. 

— 4-405. Sections 1-101 and 4-402 shall not restrict the reproduction af 
documents for the purpose of facilitating review for deCassification. However. 
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